Eicaywyika BEpara o€ OIKTUO
TNAETTIKOIVWVIWV



T1 €ival To AI0OIKTUO

ApopoAoynTric X TaBuég epyacliag

 Exkatoppupla ouvOEDENEVEC
UTTOAOYIOTIKEG OUOKEUEG:
TEPUATIKQ ouoTAUATA
— pc’s, oTOOUOI Epyaaiacg,
ECUTTNPETNTEC
— PDA’s, TnA pwva, TooTIEPEC!
[Tou TpEXOUV DIKTUAKEG
EPAPHOYEG
o [pauuéc emkoivwviac
— OTITIKEG iVEG, XOAKOG,
padlokuuata
« ApouoAoyntéc: TTpowbouv
TTAKETA (KOMMATIO e e
TTANPoYopiag) yéoa aTo diKTUO & &




T1 €ival To AI0OIKTUO

ITOWTOKOAAQ: EAEYXOUV TNV
G'lTOO'TO)\r’] Kal )\r']‘-lm ApopoAoynTtig X TaBudég epyacliag
MNVUPATWYV == i)

Eﬁunn@TnTﬁc Dopntog H/Y

— M., TCP, IP, HTTP, FTP,
PPP

A1adikTuo: AIKTUO DIKTUWV
— XaAapa iepapyiko
— Onuodolo Internet, IDIWTIKO
intranet
[MpoTUTTa TOU Internet

— RFC: Request for comments
(TrepioodTepa atrd 2000)

— |ETF: Internet Engineering
Task Force (www.ietf.org)




“Cool” internet appliances

Web-enabled toaster +
weather forecaster

IP picture frame
http://www.ceiva.com/

World’s smallest web server
http://www-ccs.cs.umass.edu/~shri/iPic.html Internet phones



TpExouoa Taon

HEINTERNET

UFTHINGS
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AIKTUOKEC TOTTOAOYIEC

Ylomoteital and 10yvpEC OIKTLOKEC GLOKEVEC
LE OTTMOTEPO GKOTO TN UETOY®YN TNG KIvnomg
amd TO £vO ONUEID0 TOV GLGTNUOTOC GTO AAAO,

LE YPNON TEYVOAOYI®V OITOOOCNS VYNADV
. %. pvOuav petdooong (Gigabit Ethernet)




AIKTUOKEC TOTTOAOYIEC

2ynuotiCetol  amd  GUGKEVEC MOV
CUYKEVIPOVOLV TNV  KOTA  TOTOVG
OIKTLOKT) Kivnom Kot ol  omoieg
GLVOEOVTAL LLE TO OTKTVO KOPLLOD

=~

Alovoung



AIKTUOKEC TOTTOAOYIEC

Etval 10 olktvo eévumnpétnonc tov
YPNOTOV KOl GLVOEETOL UE TO
OEVTEPEVOV  OlkTLO OoLVNOWMGC uE
teyvoloyio Ethernet



TOTTOAOYIO TWV AKAONMAIKWY Kal
EUVNTIKWYV OIKTUWYV TNV EAAGOQ
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Xaptng Tou Internet

* __—(notan ISP)

att.net

psi.net

A ¥ ,,“: A
verio.net /\V 3 :
ft.net —"~ &’“Q. '

2

bbnplanet.net

alter.net
ans.net

tp. W i html
Copyright (C) 1999, Lucent Technologies

Burch/Cheswick map of the Intemet
showing the major ISPs. Data collected 28 June 1999



T1 €ival To 01a0ikKTUO; MIa OTTTIKN YWwVid

QTTO TIC TTOPEXOMEVEC UTTNPETIEC
*ETTIKOIVWVIOKA UTTOOO0N
KaBIOTA OUVATEC TIG
KATAVEUNMEVEC
£QAPOYEC:

- WWW, emaill, pyetagopd
apxeiwyv, TTaixviola,
NAEKTPOVIKO EUTTOPIO,
Baoelg OedOUEVWV

[TapeXOUEVEC DIKTUOKEC
UTTNPETIEC

— YTInpeoia ye guvoeon

— YTInNpeoia xwpic ouvdeon

— [MoioTnTa uTTNPETiIiac?




KAaT1rolol KaAoi oUVOEQOI

1) Internet Engineering Task Force (IETF): www.ietf.org

2) Internet Society: www.isoc.org

3) World Wide Web Consortium (W3C):
www.w3.org/Consortium

4) The Association for Computing Machinery (ACM):
Wwww.acm.org

5) Institute of Electronic and Electrical Engineering:
wWww.ieee.org

6) IEEE Communications Society: www.comsoc.org
/) |IEEE Computer Society: www.computer.org



http://www.ietf.org/
http://www.isoc.org/
http://www.w3.org/Consortium
http://www.acm.org/
http://www.ieee.org/
http://www.comsoc.org/
http://www.computer.org/

T1 €ival Eva TTPWTOKOAAO

AvBpwTriva
TTPWTOKOAAQ:

“TI wpa eivar”
“EXw PIa epwtnon’

... OUYKEKPIMEVO
unvouata oTéEAvovTal
... OUYKEKPIMEVEC
EVEPYEIEC EKTEAOUVTOI
Ortav Aaupavovral
unvouarta n
ouMBaivouv aAAa
YEyovoTa

* AIKTUOKQ TTPWTOKOAAQ:

* Mnxavec avri yia
avOpwTtTOUC

« KdabB¢ emkoivwvia oto

O1aQIKTUO VYiVETAI PE
TTPWTOKOAAQ

Ta mpwrokoAAa opidouv 1n Hopen,
TH O€IPA TWV UNVUUATWYV TTOU
otéAvovral i) AauBavovrai
avaueoa aTiC OIKTUAKEC
OVTOTNTEC, KAl TIC EVEQYEIEC TTOU
EKTEAOUVTQI UE KABE QTTOOTOAN

Kal Anwn




T1 €ival Eva TTPWTOKOAAO

* AvaAloyia avlpwTrivou TTPpWTOKOAAOU Kal
TTPWTOKOAAOU UTTOAOYIOTWV

&7 [ e1a R TCP connection __
. Cad = reg A
[el - | — B
TCP connection S
givai; T get http:www.uop.gr/tst/kO1/index.htm
 annll S
index.ht@mT
—

Xpovog



Mia KaAUTEPN €CETOON TNG
OIKTUOKNC UTTOOOUNG

e 27NV AKpn ToU
OIKTUOU: EQPAPUOYEC
KAl TEPMATIKEG
OUOKEUEC

e 2TO KEVTPO TOU
OIKTUOU:
— OPOPOAOYNTEG
— AikTua JIKTUWV

« AikTua TTPOCBaonc,
duoikd péoa:
YPOMHEG ETTIKOIVWVIAG




2.TNV GKpN TOU OIKTUOU

TEPUATIKEC OUOKEUEG:
— EkTeEAOUV e@apuoyEg
— T.x., WWW, email

MovTEAO TTEAQTN
ECUTTNPETNTN

— O 1reAdTNC aITeiTal KAl OEXETAI MIA
UTTNPECIA aTTO TOV ECUTTNPETNTI

— [.x., WWW client (browser)/
server; email client/server

MOVTEAO OUOTINWY KOUBWV:

— 2UMMETPIKN aAANAETTIOpOON
KOMBWV

— T1.X.,: TNAedIGOKEYWN,




2.TNV aKPN ToU OIKTUOU: UTTNPECIO UE

ouvOeon
* 2TOXOC: YETAPOPA  TCP service [RFC 793]
OEOOUEVWY PETASU TEPHATKWY  «  A&ISmIOTN Kai O€ OeIpd
OUGKEUWV. UETAPOPa powvV arro bytes
*  XElpawia: TIPOETOINACTIA VIO TN — OTMWAELIEG: EMREPAIWOTEIS KAl
METAPOPA DEQOPEVWV ETTAVAUETAOOTEIC
— Tela — yeia oou o€ avBpwtivo  »  FEAgyxoc POAC:
TTPWTOKOAAO — Aldo@AAIoN 0TI 0 ATTOOTOAEQC
— Anuioupyia kar@oraong o€ Q€ OTEAVEI TTIO YPYOPA aTTo OTI
OUO ETTIKOIVWVOUVTEG KOUBOUG MTTOPEI va deXTEI O TTAPAAATITNG
« TCP - Transmission Control » EAeyxog ouupopnong:
Protocol — OI oTTOOTOAEIG YEIWVOUV TO
— H utnpecoia ye ouvdeon Tou PUONO peTddoonc oTav
Internet JIATTIOTWOOUV CUNPOPNON OTO

OIKTUO



2.TNV AKPN TOU OIKTUOU: UTTNPECIa XWPEIC

ouvoean
* 2TOXOC. HETAPOPA « E@apuoyég Trou
OedOPEVWV METAEU Xpnaoiyotroiouy 10 TCP:
TEPUATKWY CUOTKEUWV. * HTTP (WWW), FTP (file

transfer), Telnet (remote

— 0O idlo¢ 61TWC KaI TTPIV! _ _
login), SMTP (email)

 UDP - User Datagram
Protocol [RFC 768]: H

. . « E@apuoyEg Tmou
UTTNPECIa XWPIC ouvdean xbnélhoﬁo'loov 0 UDP:

TOU Internet _ _
. , « streaming media,
— Mn agiotoTn yeTagopa teleconferencing, Internet

OEQOUEVWIV telephony
— XWwpIc EAeyX0 pong
— XWwpPIc EAeyX0

ouUHPOPNONG



2.TO EOWTEPIKO TOU OIKTUOU

e [IAEypa O1ACUVOEDEUEVWIV
dpouoAoynTwy
* H Baoikn epwrnan: TTwg
TTEPVOUV TA OEQONEVA HECT
at1rd TO OIKTUO?
— MeTaywyn KUKAWPATWV:
APIEPWHMEVO KUKAWUO O€
KAOe KANON: OTTWG OTO
TNAEQWVIKO DIKTUO
— MeTaywyn TTOKETWV: TA
dedouEva aTEAvoVTal oav
CEXWPIOTA KOUUATIO




2.TO EOWTEPIKO TOU OIKTUOU:
METAYWYN KUKAWMUATOC

AgouevovTal TTOPO!
QTTO AKPN O€ AKpNn vyid
TNV KANoN

Eupog ¢wvng Tng
YPOMMNAG, duvaTtoTnTa
HETAYWYNG
ATTOKAEIOTIKOI TTOPOI.OEV
uoipadovrai

Eyyunuévn atrodoon
ATraiTeital dladikaaoia g
gEyKaTaoTaong KANong

(CC 2 (@ D))




‘Eva atrAd diKTUO METAYWYNC

2k

ﬁ m

L]

Circuit Switch

KUKAWUATWY

KaBe ypauun amoreAeital amd N kukAsuarta
.~ (FDMAQTDM) ™

Circuit Switch

16l

Circuit Switch




2.TO EOWTEPIKO TOU OIKTUOU:
pamywvn KUKAWMATOC

*AIKTUQKOI TTOPOI (TT.X.,

EUPOG CWVNG) XWPICETAI OF gy, T

OIAPOPETIKA HEPN : |
*To KGO PEPOC KATAVEUETAI OE link
MIa KARON 4 KHz. )

Q1 TTOpOI TTAPAPEVOUV AdPAVEIC
000 OtV XPNOIYUOTTIOIOUVTAI ATIO 1.
TOUG OUMMETEXOVTEG OTNV KANON

(Sev Toug poipalovTal) HE 24

*Mwg XwpiGeTal T0 €UPOG LWVNG st | Frame |

MIOG YPOUUNG O€ OIAPOPETIKA

MEPN Allslots labelied 8 are dedicated to
— Algipeon ouxvoTnTag aspecific sender-receiver parr.

— Alaipeon xpovou (pubuocg
nMeTadoong: 8.000
TTAaiola/deuT of 8
bits/xpovoBupida = 64Kbps)



2.TO EOWTEPIKO TOU OIKTUOU:
METAYWYN KUKAWMUATOC

» MeTaywyn KUKAWUATOC

» Apxeio 640 Kbits

» TDM ypapun Twv 24 slots (xpovoBupidwv)

» PuBuocg peradoong 1nG ypapung = 1.536Mbps
» EykataoTtaon KukAwpatog: 500 msec

» KabuoTtépnon otn yeradoon?

1.536 x106 /24 = 64Kbps yia ka0e KOKA®UOL
Kabvotépnon otn petdooon = 640Kbits/64Kbps = 10 sec

2VVOAKOG ypovog = 10,5 sec



2.TO EOWTEPIKO TOU OIKTUOU:
METAYWYN TTAKETWV

KaBe pon TTakETWV atro akpn o€
aKpn Xwpiletal o€ TTAKETA
Ta TTakETA TWV dlAPOPWV

XPNOTWYV HolpalovTtal Toug
TTOPOUG TOU OIKTUOU

KaBe TTakETO XpNOoIPOTToIEl OAO TO
€UPOG CWVNG TNG YPAUKNG

O1 T1époI XpNOoIYoTTOIoUVTal
MONO otav xpeialeral

AETEUON TTORMOV

AVTaywVIOUOG YIa TOUG TTOPOUG:
Ol aitioeig o€ cuvabpoIoUEVOUC
TTOPOUC UTTOPOUV Va CETTEPATOUV
TOV apIOUS Twv dI0BECINWY
OUN@OPNON: TA TTAKETA UTTAIVOUV
O€ OUPEG Kal TTEPIMEVOUV VA
KGVOUV XpNaon TNG YPAUUNAG
ATT00AKEUON Kal TTpowBnon: Ta
TTOKETO JETAKIVOUVTAI £va BApa
N Popa
— Merddoon Tavw atrod pia
YPaN
— [lepigévouv TN o€1pa TOUG
OTNV ETTOUEVN YPAMMA



2.TO EOWTEPIKO TOU OIKTUOU:

METAYWYN TTAKETWV

10 Mbs
Ethernet 2. TaTioTIKA TToAUTTAEE ia

B

Oupa MTAKETWY TTOU TTEQIUEVOUY
va petadoBoulv otn ypapun e€odou

C 18

i

o MeTaywyn TTAKETWYV EVAVTIOV METAYWYN
KUKAWPATWYV: avaAoyia e Ta eoTiartopial



2.TO EOWTEPIKO TOU OIKTUOU:
LETAYWYN TTAKETWV

*H peTaywyn TTOKETWYV ETTITPETTEI O€ TTEPIOCOTEPOUC
PNOTEC VA XPNOIUOTIOINCOUV TO DIKTUO
1 Mbit ypauun
*KdabBe xpnotnc:
— 100Kbps otav civai
EVEPYOG
— Evepyog 1o 10% ToU
Xpdévou N xpnhoteg

1 Mbps ypappr
MeTaywyr} KUKAWUATOC: Mbps vpauun

— 10 xpnoTeg .
‘MeTaywyn TTOKETWV:

— pe 35 xpnorteg, molavoTnta
> 10 evepyoi MIKPOTEPN TOU
.004



LETOAYWYN TTOKETWY N HETAYWYN
KUKAWUATWYV

*Eival AoITtov KaAUTeEpN N HETAYWYI TTAKETWY ATTO TN

METAYWYN KUKAWUATWY;
|davIKn yIa OEQOUEVA TTOU METADIOOVTAI OE PITTEC

— MoipadovTal o1 TTopOl
— Agv ATTAITEITAI EYyKATAOTAON KANONG
*2 UN@OPNON: T TTOKETA KABUOTEPOUV N Kal XAvovTal
— XpeiadovTtal TTPWTOKOAAQ yia TNV aC@OAAN JETAPOPA
OEQOMEVWY KAl TOV EAEYXO CUNPOPNONG
*E: INwc¢ pytropei va TTapaoxeBei CUPTTEPIPOPA OPOIA PE
QUTI TNG METAYWYNG KUKAWMATOC OTaV XpEIAleTal;
— Eyyunoeic at1o eupog (wvng XpelaleTal yia EQAPUOYEC
NXOU Kal video

— [Napapével akopa Eva AAUuTo TTPOLBANMA YIa POEC
TTAOKETWY TTOU TTEPVAVE PEOA ATTO OIKTUQ TTOU
dlaxelpiCovTal OlAPOPETIKOI TTAPOXOI



MeTaywyn TTakeTwV: ApouoAoynon

*2TOXO0C: VA JETAPEPOUME TA TTAKETA ATTO TNV TTNYN OTOV TTPOOPICUO
TTEPVWVTAG ATTO dIAPOPOUC DPOPOAOYNTES

— Oa peAeTACOUNE dIAPOPOUC AAYOPIBUOUG ETTIAOYAC HOVOTTATIWV
«datagram OikTuaQ:

— H diebtbuvaon mmpoopiouou KkaBopilel kal To TOIOC Eival O ETTOUEVOS

KOuBo¢
— Ta povoTrdTtia utropei va aAAGcouv Katd 1n SIAPKEIA PIag ouvedpiag
— Avaloyia: odnNywvTag Kal pWTWVTAC OUVEXWC VIO KATEUBUVOEIC

evirtual circuit dikTua:
— Kd&O¢ mrakéTo petagépel pia eTikéTa (virtual circuit ID), TTou kaBopilel kai
TO £TTOPEVO BAMA
— To povoTtrar gival otafepd Katd n dIdpKeIa TNS KARoNS kal kaBopilstal
oTn @A0N EYKATAOTAONG TNG KANONG
— O1 dpopoAoynTég dlatnpouv TTANPoPopIa yia TV KATAoTaoN TNG KABE
KAnong



AiKkTua datagrams
[w,dIS,DID




Asynchronous Transfer Mode

vV VYV

VV V V

A\

(ATM)

Moakéta Twv 53 bytes (cells)

EmiAoyn Tou vonTou KUKAWMATOG ME BAoT TOug dl1aBEcIpoUGg
TTOPOUG TIPIV TNV METADOON

Aéopeguon TTOPWYV KAl EVNHEPWOT TWV HETAYWYWV/TTNYAS
ATroppipn ouvdeong, duvaTth AOyw EAAEIYPNG TTOPWYV
ATtreAeuBépwon TTOPpWYV OTO TEAOG TNG OUVOEONG

H emike@alida Twv cells @épel katroiov apiOud cuvdeong
Bdon Tou otroiou YyiveTe N OpouoAdynon

ATM oyxedlaopévo yia UTTOOTAPISN ETTIBUMNTAG TTOIOTNTAG EVOG
MEYAAOU EUPOUG EQAPHOYWV



ApouoOAOYNO

2, 1: b, 1 1
& : a, 2: b, 2

1 Yo NN\
)
]
= 8-
] -~
G a l e landec 1
% a2 b1
d 1l:e 2
Tpia VC : A—D,G, E—F, B—D

ApiOunon VCs pe Tov pIKpOTEPO d10BECIMO apIBU6

(Ceuén g10600u, VC#) — (0N £56O0u, VCH#)

Virtual Paths (geikovikd povotrdria) yia mrepiypa@r VCs ta otroia €Xouv
KoIVH} SpopoAdynon - e§oikovopunon HVAHNG Kal augnon TaxuTnTag



Tagivounon OIKTUWYV

Telecommunication networks

Packet-switched
networks

Packet-switched networks

Datagram
| networks

Circuit-switched
networks

Circuit-switched networks



V V VY

AikTua TTPOCaoNC Kal QUOIKA JEoA

E: lNw¢ ouvdéovrai ol
TEQPUATIKEC OUOKEUEC UE TOUG
OPOUOAOYNTEC,

AikTua TTpéCBaong oTa CTriTIA
o¢ [dpuuara, eTaipeieg
Kivnta dikTua TTpoopacng

OQuunbeire:

EUpoc Cwvnc (bits per second)
Twv OIKTUWYV TTpooBaonc?
MoipalOuevo ) ATTOKAEIOTIKO?




OIKiaka diKTUQ TTPOCacnG: TTpocaon
OnNUEIOU TTPOC CNMEIO

* Dialup yéow modem
— MEXp! 56Kbps atreubeiag TpoéoBaon

oe dpopoAoynTth (10eaTd)

« |SDN: integrated services digital network:
128Kbps pn@lakr ouvdeon YEXPI TO
dpopoAoynTth

« ADSL: asymmetric digital subscriber line

— MéEXp! 1 Mbps home-to-router (4-
S50KHz)

— MEXpP! 8 Mbps router-to-home
(50KHZ-1MHZz)

— An ordinary POTS (0-4KHz)

— Avarmrrugn ADSL




XxDSL (Digital Subscriber Line

256 Kavahia twv 4 kHz

w
]
ADSL ’
0 25 ] 1100 kHz
dwvry  Avepxopeva Katepydpeva
-
)
1
Meraywyéag)
Pwvrig P TnAépwvo
KwdikotroinTrg
“aTTOKWIIKOTIONTAS
. A |
/Alcxwplomc T”Y;g‘j;v,;m /Alaxwplorr‘]g
4 NID
Yno)\oivlomg
=1 - DSLAM D
N
Mévrep Ethernet
ADSL
MNpog ISP
Xwpog eAdTn

TepHATIKG KEVTPO TRAEQUWVIKNG ETAIPEIOG

DSLAM: Digital Subscriber Line Access Multiplexer NID: Network Interface Device



OIKIoOKA OIKTUO : KaAWOIoKG modems

HFC: hybrid fiber coax
— AouUpueTpo: T.X., MEXP! 10Mbps
upstream, 1 Mbps downstream
‘Eva OikTuo KOAWDIWV KAl OTTTIKW\
IVWV OUVOEEI TA OTTITIO PUE TOV
dpouoAoynTth Tou ISP
— Moipdletal n TTpdéoacn oTo
dpopoAoynT ETACU TWV OTTITILV
— O¢uaTta: cupeodpnon,
dlaoTaOI0TTIoINON

AvaTtrtugn: diaB<oipa aTro TIg
KOAWOIAKEG ETAIPEIEC

fiber
cable

hundreds
of homes

fiber
node

headend

S

A4

coaxial
cable

fiber
node

i



AikTua TTpOCaoNng o€
|IdpupaTa/eTaipiec: ToTTIKa diKTUA

 Ta TotTKA diKTUA TrpOO'BGOT]G

(Local Area Networks- LANSs)
OUVOEOUV TIG TEPUATIKEG CUOKEUEG
ME Eva dpopoAoynTtn
* Ethernet:
— MoipalOuevo N ATTOKAEIOTIKO

KOAWOIO OUVOEEI TEPUATIKA
OUOTAMATA YMETACU TOUG KAl JE
TOoV OpouoAoyNTN
— 10 Mbs, 100Mbps, Gigabit
Ethernet
« Avarrrugn: Idpuuara, etaipieg,
oUVTOMO KOl O€ OTTITIO?

-
B g




Ethernet

Shared Ethernet: Hubs and Collisions
(ouykpouoEIg)

Hub

124 \ Ethernet address
llmell
work address

Name

H/Y ocuvdedepévol o€ éva Hub. NMoAAd ocuvdedepéva Hubs.
Ta Hubs emravapeTadidouv TrakeéTa TTPog OAEG TIG Bupideg ((eUgeIg).

KdaBe cuvoAo diaouvoedepévwy Hubs opilel Eva TTedio OUYKPOUOTEWG
(collision domain).



AleuBuvoelc

Ovopa computer: Ermis
AikTuakn d1eUBuvon utroAoyioTh: 124 (AoyiKA ToTTOBECIO)

Ethernet 1e00uvon utroAoyioth: y (physical, LAN, MAC )
— OpiCeTan atréd adapter (card) - static
— 6-byte / 48-bit (248 duvaTtég) - Aekaegadikni Treprypa@n: F8-37-B1-1F-33-
BA

— Mpwrta 24 bits opifovral amrd IEEE / TeAeutaia 24 bits atré Tov
KOTOOKEUAOTN

NMAEOVEKTAHATA TWV QUOIKWYV O1EVBUVOEWV:
— AvegapTtnTeg Ao di1guBUvoelg eTITTEDdOU dIKTUOU (€.g., IP)

— Aegv grnpedadovral amd aAAayn SIKTUAKKG d1eUBuvong Adyw
METOKIVNONG.

— MMeplopilel oTNV SIETTAPR TNV ETTECEPYATIA TWV JIEPXOMEVWYV TTOAKETWY,
XWpig va petagépovrtal / eregepydalovrtal atrod TIG OIEPYATieg ETITTEOOU
diIKTUOU.



Aouppuara dikTua TTpooaong

* Molpalouevo acupuaTo

diKTUO TTPOCRaOoNG,
OUVOEEI TEPUATIKEC
OUOKEUEC UE TOV
dpouoAoynTi
wireless LANSs:
— To padio pacua
QVTIKOBIOTA T oUpPATA
— 802.11.x €xel paydaia
QVATITUCN TA TEAEUTAIQ
XPOvIa (TaxuTnTeS €W Kal
50 Mbps)
wider-area wireless
dCCessSs

— LTE — 100 Mbps

router EM
& g

base
station E

& D)) « 2

Mobile/wireless
hosts



Wireless network characteristics

Multiple wireless senders and receivers create
additional problems (beyond multiple access):

@2 (&2 @&
R & & G-
C

N

——

€2

strength

\( A's signal C's signal
B strength

space

Hidden terminal problem

7 B, A hear each other Signal attenuation:
3 B, C hear each other 3 B, A hear each other
7 A, C can not hear each other 3 B, C hear each other
means A, C unaware of their 0 A, Ccan not hear each other
interference at B interfering at B
6: Wireless and Mobile 6-41

Networks



Exposed terminals

 Exposed terminals

B sends to A, C wants to send to another terminal (not A or B)
C has to wait, CS signals a medium in use

but A is outside the radio range of C, therefore waiting is not
necessary

Cis “exposed” to B > )

T
I \"




Wireless Link Characteristics (1)

Differences from wired link ....

— decreased signal strength: radio signal attenuates
as it propagates through matter (path loss)

— interference from other sources: standardized
wireless network frequencies (e.g., 2.4 GHz)
shared by other devices (e.g., phone); devices
(motors) interfere as well

— multipath propagation: radio signal reflects off

objects ground, arriving ad destination at slightly
different times

... make communication across (even a point to point) wireless link
much more “difficult”



Wireless Link Characteristics (2)

SNR: signal-to-noise ratio 10°

— larger SNR — easier to extract
signal from noise (a “good
thing”) 10°

SNR versus BER tradeoffs

— given physical layer: increase
power -> increase SNR-
>decrease BER 10

— given SNR: choose physical
layer that meets BER
requirement, giving highest
thruput

« SNR may change with
mobility: dynamically adapt
physical layer (modulation
technique, rate)

0-2

-

104

BER

10°

107

Networks

\
\
I
\ [
1
|
|

6: Wireless and Mobile

10 20 30
SNR(dB)

"""" QAM256 (8 Mbps)
— — - QAM16 (4 Mbps)

— BPSK (1 Mbps)

40
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WLAN

*2 UN\oyoI TTpowBnong
AoUPMATWY OIKTUWV
oTnvEAAGda

*http://www.athenswireless.net/



http://www.athenswireless.net/

KUWEAWTA cuaThUaTO
TTIKOIVWVIWV

Global

\ Home-Cell

* Audio/visual
Terminals

Inter-Network Roaming
Seamless end-to-end Service



Duoikd yéoa

* Quoikn ypapun: , ,
UETAS00N Twv Sedopévwy ° ZUOTPEUUEVO (EUYOQ

o€ bits diadidsTal TTAvVwW

SULRI Vp?‘““ﬁ , — Category 3: TUTTIKG
« KareuBuvopeva péaoa: TNAEPWVIKG KAAWDIQ,
— Ta onparta diadidovral o€ 10 Mbps ethernet
OTEPEA PHETA: XAAKOG, TITIKN _
o — Category 5 TP:

, . 100Mbps ethernet
* Mn kateuBuvopeva uéoa:
— Ta ofuata diadidovral e S S

eAEUOEPA OTO XWPO:
padlokuuara



Duoikd pyéoo: opoacovikd KaAwdlo,
OTITIKN iVQl

OpoacovIKO KaAwdIo:
XAAKIVOG aywyog
(popEac oNuUaATog) pEoa
O€ TTPOCTATEUTIKO
TepiBAnua

— baseband: éva kavAAl oTo
KOAWOIO

— broadband: TToAAQTTAG
KAavAAIQ OTO KAAWOIO

AI-KOTEUBUVTIKO

ExkTeTOUEVN XPON O€
10Mbs Ethernet

— SRy

KaAwodlIo OTTTIKAG ivag:

lva a1rd yuaAi TTou PETaPEPEI

TTAAMOUG QWTOG

XaunAn e€acBévion

EtTiteu¢n uwnAwyv TaXUTATWV:
— Gigabit Ethernet

[TOAU XaunAGC puBuog Aabwv




buoikd uyéoo

To oAMa JETAPEPETAI OTO
NAEKTPOMAYVNTIKO pAoua
Agv UTTAPXEI QUOIKO «TUPHOA»
XPNOIUOTTOIEITAI O€ TOTTIKA
OiKTUQ OAAG Kal o€ DiKTUA TTIO
EUPEIQC TTEPIOXNG OTNV
TTEPITITWON TWV OIKTUWV
KIVATWYV ETTIKOIVWVIWV
Emdpdaoeic otn peradoaon:

— avakAaon

— Ep1odia atmrd avrikeipeva

— MapepPoAéc

. padliokuuaTa

TutTol padIo CEUCEWV:

UIKPOKUMOTIKEC

— T.x., . kavaAia yexpr ta 45
Mbps

LAN (e.g., 802.11.b)

— 10 Mbps

wide-area (e.g., KUPEAWTAQ)
— LTE/EPC, 50 Mbps
dOpPUPOPIKA

— KavdaAia péxpr Ta 50Mbps ()
TTOAAQTTAQ HIKPOTEPQ)

— 270 msec end-end delay
— yewoTaTikoi kal LEOS



KaBuoTtEpnon ota diKTua
METAYWYNC TTAKETWYV

Ta TTakETa UgioTavTal Pia
KaBuoTEPNon OTO JOVOTTATI ATTO « KouBikn kaBuoTtépnon

TN Mia Akpn MEXP!I TNV GAAN ETTECEPYATIAC:
Téooepig TTNYEC KABUOTEPNONG — 'EAeyxog yia AGOn ota bits
o€ KABe Bripa — KabBopliopdg ypapung e€6dou

« KaBuotépnon avauovrg
— XpOvog avapovAg oTn YPAUUN
€€O00U yIa Tn NeETAdOON
— E&aptaral amd 1o eTmitredo
ouueopnong oto dpouoAoynth

transmission
@— \<—pr‘opaga‘rion—> 2

L ]

ml
nodal

processing  queueing




KaBuoTépnon ota dikTua JETAYWYNS TTAKETWV

*KaBuoTépnon peraddoonc: *KaBuoTépnon diadoong:
R=link bandwidth (bps) -d = length of physical link (m)
-L=packet length (bits) s = propagation speed in medium

’ ] . (17.X., 2x108 m/sec)
*XpOVOG ATTOGTOANG TWV bits -propagation delay = d/s
oTn ypapun = L/R

2nueiwon: Ta s & R gival TTOAU
OI0POPETIKEG TTOOOTNTEG

Transmission
@— \ <—propagation—

] []
?
3 Ap—.

processing  queueing




NMapadeiypa

I-I-”’I-I-I-H‘ilOOkm H

Kapapavi
10 auToKkIVATWYV

01601a

AuToKivnTa KIVOUVTOI ME
100Km/h

A16010 £EUTTNPETOUV Eva
QUTOKiVNTO KGOt 12 sec
(transmission time)

car~bit; caravan ~ packet

Q: NM6éoog xpoévog Trepvdasl HEXPI
va paleutouv oTa deUTEPQ
016010 av Ta TTPpWTA
QUTOKIVNTA TTEPIMEVOUV KOI TO
TEAEUTAIO TTPIV apXioouVv va
TTEPVAVE

100 km —
01601a

OAa Ta auToKivnTa TTEPVAVE ATTO
éva oTaOud o =12*10 =120
sec

Xpovog TTou XpeIadeTal Eva Apdag!
via va diaoyioel Tn d1adpopun
aQVANECO OTOUG OTAOHOUG:
100km/(100km/hr)= 1 hr

A: 62 minutes



NMapadeiypa

LL... LLLH‘*IOOkm ’H‘ 100 km —

Kapafdvt
10 avtokv TV

010010

AuToKivnTa KIVOUVTOI ME
1000Km/h

A16010 £EUTTNPETOUV Eva
aUTOKiIVNTO KABE 1 AeTrTd
(transmission time)

Q: Oa @Bdoouv autokivnTa
oTO OeUTEPO OTABUO TTPIV
@UYouV OAa atré Tov
TPWTO?

010010

NAI! MeTd a1rd 7 AeTTTA TO TTPWTO
QUTOKIVNTO €ival 0TO OEUTEPO
oTaOuo Kal 3 auToKivnTa OTOV
TTPWTO.

10 bit evog TTaKETOU POAVEI OTO
OgUTEPO SpopoAoynT TTPIV OA0
TO TTOKETO METOOO00OEI aTTd TOV
TTPWTO OpouoAoyNnTH



KouBikin kaBuoTtépnon

=d__+d +d..  +d

nodal proc queue trans prop

d

d,..c = processing delay

> typically a few microsecs or less
dgueve = queuing delay

> depends on congestion
di..ns = transmission delay

> = L/R, significant for low-speed links
d,.., = propagation delay

> a few microsecs to hundreds of msecs



MpaypaTtikéC d1adpopES KAl KAOUOTEPNOEIC OTO
AladikTuo

What do “real” Internet delay & loss look like?

Traceroute program: provides delay measurement from
source to router along end-end Internet path towards
destination. For all i:

> sends three packets that will reach router / on path towards
destination

> router / will return packets to sender
> sender times interval between transmission and reply.

3 probes 3 probes @
3 pr'obés




“Real” Internet delays and routes

traceroute: gaia.cs.umass.edu fo www.eurecom.fr

Three delay measurements from

gaia.cs.umass.edu to cs-gw.cs.umass.edu

cs-gw (128.119.240.254) 1 ms 1 ms 2 ms
border1-rt-fa5-1-0.gw.umass.edu 8128 119.3.145) 1ms 1 ms 2ms
cht-vbns.gw.umass. edu (128.119.3.130) 6 ms 5ms 5 ms
jn1-at1-0-0-19.wor.vbns.net é204 147.132. 129? 16 ms 11 ms 13 ms
jn1-s07-0-0-0.wae.vbns.net (204.147.136.136) 21 ms 18 ms 18 ms
abilene-vbns.abilene.ucaid.edu (198.32.11.9) 22 ms 18 ms 22 ms )
nycm-wash.abilene.ucaid.edu (198.32.8.46) 22 ms 22 ms 22 ms+ trans-oceanic
62.40.103.253 (62.40.103.253) 104 ms 109 ms 106 m3<\) link
de2-1.de1.de.geant.net (62.40.96.129) 109 ms 102 ms 104 ms In

0 de.fr1.fr.geant.net (62.40.96.50) 113 ms 121 ms 114 ms

1 renater-gw.fr1.fr.geant.net (62.40.103.54) 112 ms 114 ms 112 ms

12 nio-n2.cssi.renater.fr (193.51.206.13) 111 ms 114 ms 116 ms

13 nice.cssi.renater.fr (195.220.98.102) 123 ms 125 ms 124 ms

14 r3t2-nice.cssi.renater.fr (195.220.98.110) 126 ms 126 ms 124 ms

15 eurecom-valbonne.r3t2.ft.net (193.48.50.54) 135 ms 128 ms 133 ms

19 Jgi214 211.25 (194.214.211.25) 126 ms 128 ms 126 ms

<

18 *** —means ho response (probe lost, router not replying)
19 fantasia.eurecom.fr (193.55.113.142) 132 ms 128 ms 136 ms

220N WN -~




O@ewpia oupwv

average
gqueueing delay

R=link bandwidth (bps) 4 .I'
L=packet length (bits) .'
a=average packet arrival
rate

- traffic intensity = La/R -
= —» [a/R




« Ta dikTua €ival TTOAUTTAOKO

ETTiTeda TTpWTOKOAAWYV

e [loAAG koppaTiaQ:

Hosts (TeppaTikEC
OUOKEUEQ)

Routers
(dpopoAoynTEG)
[[PAUMEG DIAPOPWY
MEOWV
Applications
(Epappoyeg)
Protocols
(TTPWTOKOAAQ)

hardware, software
(UAIKO, AOYIOUIKO)

EpwTtnon:

[Tw¢ utTOopOUE va
OPYOAVWOOUNE TN douNn
TWV OIKTUWYV

H £oTWw

TN oulnTnon Yag yia Ta
diKTUQ



Opyavwaon evoc agPOTTOPIKOU

TacioIou
ticket (purchase) ticket (complain) 4
baggage (check) baggage (claim)
gates (load) gates (unload)
runway takeoff runway landing
airplane routing airplane routing

\ airplane routing

 Mia ogipa Bnuatwy




Opyavwaon evoc agEPOTTOPIKOU

TacIoIoU
ticket (purchase) ticket (complain)
baggage (check) baggage (claim)
gates (load) gates (unload)
runway takeoff runway landing
airplane routing airplane routing
airplane routing

« ETitreda: KaBe etTitredo UAOTTOIEI hIa UTTNPETIa
— EKTEAWVTAG ECWTEPIKEG AEITOUPYIEG OTO idIO ETTITTIEDO
— Baagiletal o€ UTTNPECIEC TWV TTIO KATW ETTITTEOWYV



Opyavwaon evoc agPOTTOPIKOU
TaCIOI0U: YTTNPETIEC

Counter-to-counter delivery of person+bags

baggage-claim-to-baggage-claim delivery

people transfer: loading gate to arrival gate

runway-to-runway delivery of plane

airplane routing from source to destination




KaTtavepnuevn UAOTToINON TNC AEITOUpPyIaC o€
ETTITTEDQ

Departing airport

ticket (purchase)

ticket (complain)

baggage (check)

baggage (claim)

gates (load)

gates (unload)

runway takeoff

runway landing

airplane routing

airplane routing

arriving airport

intermediate air traffic sites

airplane routing

airplane routing

airplane routing




['10Ti XpNOIYOTTOIOUE ETTITTEOA?

e Otav yeAetdue TTOAUTTAOKO CUCTHMOTA:

e 20PNG OOMIN EMTPETTEI TOV TTPOCOIOPICUO KAl TIC
OXEOEIC METAEU TWV KOMUATIWY TOU CUCTANATOC

— MOVTEAO ava@opac o€ eTITTedA KATAAANAO yIa

ougnTnon
e Tunpartotroinon OIEUKOAUVEI TN OUVTAPNON

(maintenance) kail Tnv avapBaduion (upgrade) Tou

OUCTAUATOC

— AAAayn oTnv UAOTTOINON UIOG UTTNPECIAC EVOC
ETTITTEOOU €ival Pia dlagpavn O1adIKaoia o€ axEon
LUE TO UTTOAOITTO oUOTNHO

— [1.X., N aAAayr) Tou TPOTTOU EAEYXOU OTIC BUpPEC eV
eTTNPEEAlEl TO UTTOAOITTO CUCTNUA



H oToiffa TToWTOKOAAOU OTO

OI00IKTUO

application: utrooTAPIEN OIKTUAKWYV
UTTNPECIWV

— ftp, smtp, http
transport: pyeraopda dedouEvwyY aATTo
TEPMATIKA OUOKEUN O€ TEPMATIKI) CUOKEUN

— tcp, udp

network: dpouoAoynon datagrams atro Tnv
TNynN OTOV TTPOOPICHO

— ip, routing protocols
link: petapopd dedOPEVWV HETACU YEITOVIKWV
OIKTUOKWY OTOIXEIWV

— ppp, ethernet
physical: petadoon bits Tavw atrdé 10 YUOIKO
MECO

application

Transport

network

link

physical




Emritreda: Aoyikn €TTIKOIVWVIA

2.€ KOBg
eTTITTEOO:

KaTtaveunueveg
OVTOTNTEC
UAOTTOIOUV
OUYKEKPIUEVEC
AEITOUPYIEC
EKTEAWVTAC
OUYKEKPIUEVEG
EVEPYEIEC KAl
avraAAaooovTa
G MnvUpOTa JE
OMOTIMEG
OVTOTNTEC

application

transport

network

link

physical

application

transport

network |,

link

physical

network

link

physical

application

application

transport

transport

nhetwork

network

link

link

physical

physical




Emritreda: Aoyikn €TTIKOIVWVIA

[1.x.,: transport
[Maipvoupe Ta
oedopéEva aTro TNV
Epappoyn
TTPOCOETOUE TN
d1euBuvon,
TTPOCOETOUE
TTANPOPOpPIa EAEYXOU
opBoTNTOC KAl
PTIAXVOUUE €va
TTAKETO

2TEAVOUUE TO TTOKETO
[Mepiyévoupe yia ack
avaAoyia:
TaXUOPOMIKN
UTTNPEECia

data

application

(] ole
nethwqr

link
physical

application

transport

network

link

physical

ack

network

data

link

physical

application

transport

network

data |
ication

(] ()
hetwor

link

link

physical

physical




data k
app rcaprmor

transport

application

transport

network

link

physical

EtTiTreda : PuoIKn ETTIKOIVWVIA

hetwolk

| link

hysidal Ih

application

transport

network

link

physical

data

application |

Tink

transport
'I ne’rv\trk

—phyvdical




ETTiTTeda TTPWTOKOAAWY KAl
OeO0OEVA

o Kda&beg etTiTredo Aauavel dedouéva atrd 1O TTI0 TTAVW ETTITTEDO
» [lpooBETel emkePAAida Ye TTANPOPOPIEC KOl ONUIOUPYEI YIa VEQ Jovada

OedONEVWV
e 2TEAvEl TN vEQ HovAdA DEOOUEVWYV OTO TTIO KATW ETTITTEDO
3PDU source destination |
\‘ M ||application application M | message
Hil M || fransport transport Hil M | segment
HiHi| M || network hetwork HnHt| M | datagram
HiTFAHT M link link Hi[HnHt| M | frame
physical physical




\EITOUPYIEC ETTITTEOWV

2.€ €va OIKTUO UTTOAOYIOTWYV KABE ETTITTEQO UTTOPEI VA EKTEAEI Hia ] TTEPICCOTEPES
EPYAOTiEC:

Error control: pyetatp€trel To AoyIKO KavAAl HETACU TWV OPOTINWY ETTITTEOWV TTIO
agIOTTIOTO

Flow control: atro@euyel va KaTakAUCEI Yia TTI0 apyr OPOTIUN OVTOTNTA UE TTAKETA

Segmentation and reassembly: XwpIONOC TWV JEYAAWY TTAKETWYV OE MIKPOTEPA KAl
£TTAvVAcUCTAON TOUG

Multiplexing: EmTpETTel TTOAEC ouvedpieC (sessions) va poipdlovTal Jia JovadiKr)
XAUNAOGTEPOU ETTITTEOOU OUVOED

Connection setup: Aladikaoia xeipayiag Ye pia OpOTIUN OvIOTATA

[TiIBava BEpara TTou PTTOPEI va TTPOKUWOUV
QTTO TNV APXITEKTOVIKN ETTITTEOWV;



UDP: more

often used for streaming
multimedia apps

32 bits >

A

— loss tolerant Length, in | Source port #| dest port #
— rate sensitive by‘re:eofm Lér[?TP\\lengfh checksum
other UDP uses inf,udmg’

— DNS header

— SNMP

reliable transfer over UDP: Application
add reliability at application data

layer (message)

— application-specific error

recovery!

UDP segment format

Transport Layer 3-70



TCP segment structure

32 bits

URG: urgent data

source port #

dest port #

counting

(generally not used)™_
ACK: ACK #

~

sequence number

by bytes
of data

I Ry
valid

(not segmentsl)

PSH: push data now
(generally not used)—|

cknowledgement number
_‘h;i ';fd A?JESF Receive window

cheeksum,

Urg data pnter

# bytes
rcvr willing

RST, SYN, FIN:— |

L
Op% (variable length)

to accept

connection estab
(setup, teardown
commands)

Internet /

checksum
(as in UDP)

/ application

data
(variable length)

3-71
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|IP datagram format

IP protocol version

32 bits

number
header length
(bytes) |

<
<

“type" of data —

max humber __
remaining hops

upper
live [ layer

(decremented at
each router)

upper layer pr'o‘rocol/

4 32 bit destination IP address

to deliver payload to

Options (if any)

how much overhead
with TCP?

3 20 bytes of TCP
3 20 bytes of IP

data
(variable length,
typically a TCP
or UDP segment)

J =40 bytes + app
layer overhead

Network Layer

total datagram
length (bytes)

reassembly

E.g. timestamp,
record route
taken, specify
list of routers
to visit.

4-72



IP Fragmentation & Reassembly

* network links have MTU
(max.transfer size) - largest
possible link-level frame.

— different link types, different
MTUs

« large IP datagram divided
(“fragmented”) within net

— one datagram becomes
several datagrams

— “reassembled” only at final
destination

— IP header bits used to
identify, order related
fragments

fragmentation:
in: one large datagram
out: 3 smaller datagrams

reassembly

Network Layer 4-73



IP Fragmentation and Reassembly

Example

3 4000 byte
datagram

3 MTU = 1500 bytes

1480 bytes in
data field

1480/8

length [ID fr'agflag offse’r I
=4000| =x |

One large datagram becomes

several smaller datagrams

fragflag
=1 =0

fragflag [offset
=X |z ":185

fragflag |offset
=0 =370

B . .

Network Layer 4-74



IP Addressing: introduction

e |P address: 32-bit gﬁw-“ _@
i i1fi ) 223.1.2.1
|dent|f|_er for host, i 2o 112
router interface g 203114 223.1.2.9

* Interface: connection g_ ‘ 9931 5 5
between host/router 2231.1.3  223.1.3.27 —

and physical link

— router’s typically have

multiple interfaces 223.1.3.1 223.1.3.2
— host typically has one @ @
interface

— |P addresses associated
with each interface 223.1.1.1 = 11011111 00000001 00000001 00000001

223 1 1 1
Network Layer 4-75



Subnets

» |P address: @2&“-1 _@
223.1.2.1

— subnet part (high order 223.1.1.2
bits) @— -

2931.1.4_ 22311:2:9 ‘
— host part (low order bits) @_ ﬁ |
 What’s a subnet ? 223113 20841327 223'1&@

— device interfaces with
same subnet part of IP
address

223.1.3.1
— can physically reach @
each other without

intervening router

subnet

| 223.1.3.2

network consisting of 3 subnets

Network Layer 4-76



S U b N etS | 223.1.1.0/24 203 1 2.0/04
IV

Recipe Q_

&

 To determine the
subnets, detach each
interface from its host or
router, creating islands
of isolated networks.
Each isolated network
Is called a subnet.

.

g B

223.1.3.0/24

Subnet mask: /24

Network Layer 4-77



How many?

SUbne 223.1.1.2

223.1.1.1 E 223.1.14

223113

223.1.9.2

223.1.9.1 223.1.7.1

223.1.8.1 223.1.8.0

| |
223.1.2.6 223.4.3.27

223.1.2.1! g223.1.2.2 223.1.3.1! ‘ 9223.1.3.2

Network Layer 4-78




Getting a datagram from source to dest.

|IP datagram:

misc | source est ‘ dat
fields| IP addr|TIP addr| 997@

datagram remains unchanged,
as it travels source to
destination

addr fields of interest here

routing table in A

Dest. Net.

next router Nhops

223.1.1
223.1.2

223.1.3

3.1.1.2

223.1.1.4
223.1.1.4

223.1.1.3

223.1.1 223
gy | 6B

1
2

2

223.1.2.’1“@

1.2.9 ‘

223.1.3.27

223.1.3.1 i

|
223.1 &@

l 223.1.3.2

79



Getting a datagram from source to dest.

' Dest. Net. next router Nh
‘ fTe'fjs 223.1.1.1/223.1.1.3| data I ©5%, WOt noxt router hops

223.1.1 1
22312 |223.1.14 2

22313 1223114 2

Starting at A, given IP datagram
addressed to B:

look up net. address of B
find B is on same net. as A Q!) 223.1.1.1

link layer will send datagram directly 223_1_2_’1“@
to B inside link-layer frame 3.1.1.2

> B and A are directly connected : 2234&“ 2.9 }
|
Q— 223.1.2.
223.1.1.3 223.1.3.27 HE

223.1.3.1 i l 223.1.3.2

80




Getting a datagram from source to dest.

misc

fields |2231.11/223.1.2.3| data

Starting at A, dest. E:
look up network address of E
E on different network

> A, E not directly attached

routing table: next hop router to E
is 223.1.1.4

link layer sends datagram to router
223.1.1.4 inside link-layer frame

datagram arrives at 223.1.1.4
continued.....

Dest. Net. nhext router Nhops

223.1.1
22312 |223.1.14

22313 1223114

3.1.1.2

1
2

2

223.1.2.1’“@

1.2.9 ‘

223.1.1 223
18 !2

223.1.1.3 223.1.3.27

|
223.1 .?_.E'Eg

223.1.3.1 i l 223.1.3.2
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Getting a datagram from source to dest.

misc
fields |2231.11/223.1.2.3| data

Arriving at 223.1.4, destined for
223.1.2.3

look up network address of E

E on same network as router’s
interface 223.1.2.9

> router, E directly attached

link layer sends datagram to
223.1.2.3 inside link-layer frame via
interface 223.1.2.9

datagram arrives at 223.1.2.3!!!
(hooray!)

Dest. next

network fouter Nhops interface

223.1.1 -
223.1.2 -

223.1.3 -

(A8 223.1.1.1

——

@2_23.1.1.2
223.1.1

F

1 223.1.1.4
223.1.2.9

223.1.3.27

223.1.2.1’“@

223.1.2.9 ‘

—

1

223.1.2.
223113 223.1.3.27 ._EE !k

223.1.3.1 i

l 223.1.3.2
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DHCP client-server scenario

B

FeE

293 1.1.1 DHCP 223.1.2.1

server n _@

23.1.1.2
223.1.1

223.1.2.2

223.1.1.3 2231.3.27 l—@E !k
223.1.311 i ‘ l 223.1.3.2

223.1.2.9 <«

@2

arriving DHCP
client needs

address in this
network
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time

DHCP client-server scenario

DHCP server: 223.1.2.5

DHCP discover arr!VIng
client
src : 0.0.0.0, 68 @M
@ dest.: 255.255.255.255,67
yiaddr:  0.0.0.0 -
transaction ID: 654
4/DHCPoffer
src: 223.1.2.5, 67
dest: 255.255.255.255, 68
| yiaddmr 223.1.24
transaction ID: 654
Lifetime: 3600 secs ~
DHCP request
src: 0.0.0.0, 68
dest:: 255.255.255.255, 67
yiaddrr: 223.1.2.4 -
transaction ID: 655
«—_Lifetime: 3600 secs

DHCP ACK

\

src: 223.1.2.5, 67

dest: 255.255.255.255, 68
yiaddrr: 223.1.2.4 —
transaction ID: 655
Lifetime: 3600 secs
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NAT: Network Address Translation

«——rest of »| «—— local network >
Internet (e.g., home network)

10.0.0/24 F@ 10.0.0.1

1{0.0.0.4 10002
f. @ o
138.76.29.7 >
—@ 10.0.0.3
A/l datagrams /eaving local Datagrams with source or
network have same single source NAT destination in this network
IP address: 138.76.29.7, have 10.0.0/24 address for
different source port numbers source, destination (as usual)
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NAT: Network Address Translation

NAT translation table
. 1; 10.0.0.1
2—}-‘NAT P;U*e'” WAN side addr | LAN side addr - :32* datagram to
changes datagram
source addr from 138.76.29.7, 5001 ggl 3345 128.119.40.186, 80
10001 334540 > _—T -

138.76.29.7, 5001,
updates table

D: 128.119.40.186, 80
\ _2@ 10.0.0.1
/
()] s EETEZT SO0 n . ;
D: 128.119.40.186,80 |/ 10.0.0.4
/ .x @ 10.0.0.2

7 )
138.76.29.7 " 5:128.119.40.186, 80 _@_
, 0:10.0.0.1, 3345

1t
S:128.119.40.186, 80

Eé?:g 138|.76.29.7: 5001 ‘@" 4: NAT router —@ 10.0.0.3

3: Reply arrives changes datagram

dest. address:
: dest addr from
138.76.29.7, 5001 138.76.29.7, 5001 t0 10.0.0.1, 3345

Network Layer 4-86
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HTTP overview

HTTP: hypertext transfer
protocol

« Web’'s application layer PC running AR
protocol Explorer

» client/server model

— client: browser that
requests, receives,

Server

“displays” Web objects running
: Apache Web
— server: Web server cerver

sends objects in
response to requests

Mac running

« HTTP 1.0: RFC 1945 Navigator

« HTTP 1.1: RFC 2068

2: Application Layer 87



HTTP overview (continued)

Uses TCP:

client initiates TCP connection
(creates socket) to server, port
80

server accepts TCP
connection from client

HTTP messages (application-
layer protocol messages)
exchanged between browser
(HTTP client) and Web server
(HTTP server)

TCP connection closed

HTTP is “stateless”

e server maintains no
information about past
client requests

——aside
Protocols that maintain

“state” are complex!

O past history (state) must
be maintained

3 if server/client crashes,
their views of "state” may
be inconsistent, must be
reconciled

2: Application Layer 88



FTP: the file transfer protocol

o
g%} FTP FTP file transfer | FTP
gk:;f_' o user |l client server
v interface

user x |
at host local file @ remote file
system system

transfer file to/from remote host

client/server model
— client: side that initiates transfer (either to/from remote)
— Server: remote host

ftp: RFC 959

ftp server: port 21

2: Application Layer 89



FTP: separate control, data connections

FTP client contacts FTP server
at port 21, specifying TCP as
transport protocol

Client obtains authorization
over control connection

Client browses remote
directory by sending
commands over control
connection.

When server receives a
command for a file transfer, the
server opens a TCP data
connection to client

After transferring one file,

P a
< —
P __
<5 »

TCP control connection
port 21

TCP data connection

FTP port 20 FTP
client server
O Server opens a second TCP

O

O

data connection to transfer
another file.

Control connection: "out of
band"

FTP server maintains "state":
current directory, earlier
authentication

server closes connectiony. anpjication Layer 90



FTP commands, responses

Sample commands:

 sent as ASCII text over
control channel

e USER username

e PASS password

« LIST return list of file in
current directory

e« RETR filename retrieves
(gets) file

e STOR filename stores
(puts) file onto remote host

Sample return codes

status code and phrase (as
in HTTP)

331 Username OK,
password required

125 data connection
already open;
transfer starting

425 Can’t open data
connection

452 Error writing
file
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Electronic Mall

Three major components:

user agents
mail servers

simple mail transfer protocol:
SMTP

User Agent

a.k.a. “mail reader”
composing, editing, reading
mail messages

e.g., Thunderbird, Outlook,
elm, Netscape Messenger

outgoing, incoming messages

stored on server

alr [

~7 | user
B agent
mail
server "
oooon] SMTP
| ~
SMTP V.
M SMTP
mail ‘///'
server
S [
U000 | user
ii’r,\ agen.l-
user
agent

outgoing
message queue

[0  user mailbox

alr [

user
agent

mail
server

00000

ailr [
user
agent

alr [

user
agent




Electronic Mail: mail servers

Mail Servers

mailbox contains incoming
messages for user

message queue of outgoing
(to be sent) mail messages

SMTP protocol between mail
servers to send emaill
messages

— client: sending mail server
— “server’: receiving mail
server

SMT

—7 | user

B agent

mail
server
| >
ooooo] SMTP
| ~
J, M SMTP

mail ‘///'
server
AT
(OO0 | user

iilr,\ agenT

user

agent

alr [

alr [
user
agent

mail
server

00000

alr [
user
agent

alr [\
user
agent
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Electronic Mail: SMTP [RFC 2821]

uses TCP to reliably transfer email message from client to
server, port 25

direct transfer: sending server to receiving server
three phases of transfer

— handshaking (greeting)

— transfer of messages

— closure

command/response interaction

— commands: ASCII text

— response: status code and phrase

messages must be in 7-bit ASCI|

2: Application Layer
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Scenario: Alice sends message to Bob

1) Alice uses UA to compose 4) SMTP client sends Alice’s
message and “to” message over the TCP
bob@someschool.edu connection

2) Alice’s UA sends message to  9) Bob’s mail server places the
her mail server; message message in Bob’s mailbox
placed in message queue 6) Bob invokes his user agent to

3) Client side of SMTP opens read message
TCP connection with Bob’s
mail server

[ - - :

- Aralh ma” mali alr 1\ ~ ;.‘-;:h.:‘:__:
ﬁ«g# uer' server server L;’bﬁ
& {{ Ggen'r g mem \@\ Im]m /(@/v 096 {1:',';.'

00000 00520
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N OO nOaunOnQun Qn

Sample SMTP interaction

220 hamburger.edu

HELO crepes.fr

250 Hello crepes.fr, pleased to meet you
MAIL FROM: <alice(@crepes.fr>

250 alice@crepes.fr... Sender ok

RCPT TO: <bob@hamburger.edu>

250 bob@hamburger.edu ... Recipient ok
DATA

354 Enter mail, end with "." on a line by itself
Do you like ketchup?

How about pickles?

250 Message accepted for delivery

QUIT
221 hamburger.edu closing connection

2: Application Layer 96



Try SMTP interaction for yourself:

e telnet servername 25

« see 220 reply from server
« enter HELO, MAIL FROM, RCPT TO, DATA, QUIT

commands

above lets you send email without using email client
(reader)

2: Application Layer
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N OO nOaunOnQun Qn

Sample SMTP interaction

220 hamburger.edu

HELO crepes.fr

250 Hello crepes.fr, pleased to meet you
MAIL FROM: <alice(@crepes.fr>

250 alice@crepes.fr... Sender ok

RCPT TO: <bob@hamburger.edu>

250 bob@hamburger.edu ... Recipient ok
DATA

354 Enter mail, end with "." on a line by itself
Do you like ketchup?

How about pickles?

250 Message accepted for delivery

QUIT
221 hamburger.edu closing connection
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Malil access protocols

g SMTP/_ SMTP ‘ g access
A user " lom| > [om | >
52 looom profoco

HRREN HEREN
sender's mail receiver's mail
server server

SMTP: delivery/storage to receiver’s server

Mail access protocol: retrieval from server
— POP: Post Office Protocol [RFC 1939]
« authorization (agent <-->server) an

d download

— IMAP: Internet Mail Access Protocol [RFC 1730]

« more features (more complex)

« manipulation of stored msgs on server

— HTTP: Hotmail , Yahoo! Malil, etc.

2: Application Layer

»| user
agent
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POP3 prot?C+91! POP3 server ready

C: user bob

100

authorization phase —— |s: +ok
. C: pass hungry
* client commands: S: 40K user successfully logged on
— user: declare username o list
— pass: password S: 1 498
* server responses S: 2 912
S: .
+OK C: retr 1
— —ERR S: <message 1 contents>
transaction phase GK S: .
_ p ’ C: dele 1
« list: list message numbers C: retr 2
« retr: retrieve message by S: <message 1 contents>
number S: .
C: dele 2
 dele: delete c :
quit
* quit S: +OK POP3 server signing off
yer

2: Application La



DNS: Domain Name System

People: many identifiers: Domain Name System:
— name, passport # « distributed database

Internet hosts. routers: implemented in hierarchy of

. many name servers
— |P address (32 bit) - used .
for addressing datagrams « application-layer protocol host,

routers, name servers to

— ‘name’, e.g., communicate to resolve names
ww.yahoo.com - used by (address/name translation)
humans .

— note: core Internet function,
Q: map between |P implemented as application-
addresses and name ? layer protocol
— complexity at network’s
“edge”

2: Application Layer 101



